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Introduction:

Pro96Com is designed to decode the 9600 baud APCO-P25 control channel
information using the Pro-96 scanner from Radio Shack and GRE. Data from the
control channel is presented on various tabs on the screen.

Pro96Com was made possible in part by GRE when they published the
procedure for extracting this information from the Pro-96. It was also made
possible with the release of the Pro96dmp program written by Rick Parrish. Rick
has also answered a number of questions for me as they arose and his help is
very much appreciated.

Pro96Com is also capable of controlling a Uniden BC250D, BC296D, or BC796D
scanner to monitor the system. While the program can control other models,
these are the only ones that can currently monitor digital systems and thus are
the only scanners supported in this release.

Acknowledgments:

| would like to thank the KQA414 group, Jim Sokol, and José E. Torres for their
assistance on testing the various versions of this software while in development. |
would also like to thank Rick Parrish for developing the Pro96Dmp program and
answering my questions (and there were a lot of them early on).

Note: Brand names mentioned in this document are trademarks of their
respective companies.



Getting Started:

To monitor a 9600 Baud APCO-P25 control channel with Pro96Com, you must
have the following items:

Pro-96 scanner

Programming cable for the Pro-96 scanner

Computer with at least one serial port (two serial ports if you intend to
control a Uniden scanner).

Computer with the Windows operating system. There are reports of the
program not working properly on Windows ME systems due to differences
in the serial ports.

To place the Pro-96 into the proper mode to decode a 9600 Baud APCO-P25
control channel, follow these steps:

1.

Tune the Pro-96 to the 9600 Baud APCO-P25 control channel you wish to
monitor.

2. Press the PGM button
3.
4. Press the PGM button twice.

Press the FUNC button

At this point, the radio display should display the following:

5.
6.

V-Scanner
PCI/IF Port
Remote Acces
CLR to EXIT

Run Pro96Com if not already running.
Click on the Data Read from Pro-96 button.

At this point, the radio display should display the following:

V-Scanner
PC/IF Port
***lN USE***
CLR to EXIT

Note: The **IN USE*** line may alternate with Remote Access if the computer

you are using is unable to keep up with the data stream.



Screen Layouts:

When you start Pro96Com, you will see a screen that looks something like this:

% Pro-96 P25 Control Channel Information Display 18] x|
File Edit System Help
Tower Informatior
(Syslem 1D: 796 Tower: 209 (T0209] WACH: 52493 Degcription: M.P.5.C5. [Detroit MPSCS)
T awer Activity
Wwhen a uzer preszes the transmit button on their radio, a zignal iz sent ta the system requesting a frequency for that uger and
all other radios on the system uzsing the same talkgroup. “When a frequency iz azzigned, a signal iz zent out an the control
channel with a channel number and talkgroup. This information i displayed below.
Ch | Frequency | Usage | Tupe | Pricrity | T alkGroup | TalkGroup Desc | Fadio D | Radio Desc | Active |
0-9ad  866.48750 i
0-95 8EE. 93750 W Group MediumH... 2010 D& est {oen
0-a45 86743750 W Group  Mormal 2057 SECID 2820475 TG: 2057 DT: 810 @ 1746
0-a95 86793780 W Group  MediumL.. 1149 DOCREG3 1389383 TG:1143DT:9/3 @ 11:02

O-aeS  BEE43750  cav
0-635 86893750 ca Contral
0639  868.96250 ¥p

Counts:  TalkGroup |Ds: 542
View Usage Code Descriptions | Radio IDs: 2281

Mo Hold

Hold T alkGroup |

System Activity IAffiIiations [4?]| Tower Infarmnation | Patches [D]I DtherEventsI ChannelGrantTraceI Unknown Packets

Receive Rate [%]: 7E% (38 out of 50) Stop Data Read from Pro-96 | Mote: Toread control channel data, tune to an active 9600 baud control channel,

Buffer &vailable: 100%

and press PGM.FUNC.PGM.PGM and then click on the D ata Read Button.

This is the main screen of the program. The following pages will go into detail

about each screen that is available.




Common Areas:

Screen Tabs:

Information in Pro96Com is displayed on various screens in the program. These
information screens are located on tabbed windows at the bottom of the screen.
Available tabs are:

Systemn Activity IAHiIiatiom [EI]I Toawer Infnrmationl Patches [EI]I DtherEventsI Channel Grant Tracel Inknawn Packet&l PacketDumpI

System Activity: This tab displays the current activity on the tower being
monitored.

Affiliation This tab displays information about radios that have

Information: affiliated with the current tower.

Tower Information: This tab shows more information about the tower,

including frequency tables, neighboring towers, and
details about the tower itself.

Patches: This tab shows any patches that are currently operating,
and a log of patches that have been added or removed
from the tower since the monitoring was started.

Other Events: This optional screen will show events transmitted on the
control channel that have no direct bearing on the other
screens in Pro96Com.

Channel Grant This optional screen will keep a running log of channel
Trace: grants on the tower. Note that if you have a weak
signal, this screen may not be accurate at all times.

Unknown Packets: This optional tab shows any packets that Pro96Com
does not yet know how to decode. Please consider
sending any information found on this tab to the
program author.

Packet Dump This optional tab creates a running dump of the packets
transmitted on the control channel. The output here is
similar to the Pro96dmp program created by Rick
Parrish.



Tower Information Area:

Once you have begun decoding a control channel, the Tower Information area
will display the System ID, Tower number (both decimal and hex format as
shown on the Pro-96 display), the WACN ID, and the description of the system
and the tower if they are available. If they are not available, you may use the
system edit screen available in the System menu to edit this information.

Taoweer [nformnation
’75ystem 1D 796 Tower:  209(T0209) WACH: 32433 Description: M.P.5SC5. [Detrait MPSCS]

Receive rates:

While monitoring a control channel, Pro96Com is Receive Rate (%) 68% (34 out of 50)
constantly querying the radio for data. If new data Buffer dvailable:  100%

is available, that information is placed in line in a
buffer to be processed. The indicators in the lower left of the screen are intended
to give you a reference to how well the control channel is being decoded. In the
example shown, Pro96Com requested 50 packets from the radio and received 34
valid data packets to those requests. The machine is easily keeping up with the
incoming data since the available buffer space is running at 100%.




System Activity Screen:

Tower Activity:

In the tower activity section, you will see a listing of the channels and frequencies
used on the current tower. While a channel is active, you may double click on a
channel to hold that TalkGroup. You may also right click on an active channel to
edit the TalkGroup or radio id currently shown.

—Tower Activity
When a uzer presses the transmit button on their radio. a signal is sent to the system requesting a frequency for that user and
all other radioz on the spstem using the zame talkgroup. When a frequency is aszigned, a signal is sent out on the control
channel with a channel number and talkgroup. Thiz information iz displayed below.

Ch | Frequency | Usage | Tupe | Priarity | TalkGroup | T alkGroup Desc | Fadio [0 | Fadio Desc | Active |
09ad  BEE.48750 [

0915 86E.93750 W Group  MedumH... 2010 D 2wiest Loeen
0-245 86743750 W Group  Momal 2087 SECID 2820475 TG: 2057 DT: 8410 @ 17:48

0-295 86793750 W Group  MediumL.. 1149 DOCREG3 13833383 TG:11430T: 9/3 @& 11:.02

0-aeh 868.43750  cav
0-b35 868.93750 ca Contral
0633 BEB.96250 ¥p

Counts: TalkGroup [Ds: 542 Mo Hold
iew sage Code D escriptions | R adio IDs: 2281 Hold T alkGroup |

TalkGroup Hold:

To hold and monitor a single TalkGroup on a x|
controlled Uniden scanner, click on the Hold
TalkGroup button in the lower right corner of the Tellgisup:
System Activity screen. When you click on this H

. . . old Cancel
button, a small dialog screen will appear similar to
the one shown at the right. To hold on the
displayed TalkGroup, click on the hold button. To hold on another TalkGroup,
enter the TalkGroup number in the space provided and then click on the Hold
button. You may also double click on a displayed Group call to hold that
TalkGroup.




Column Description:

Ch:

Frequency

Usage

Type

Priority

TalkGroup

TalkGroup
Description

Radio ID

Radio

Description

Active

This is the channel number being used by the system. The channel
number is broken into two parts. The first part (before the dash (-)
is the table ID. APCO-P25 systems may have up to 16 tables in
use on the system labeled 0 through F (hex). The second part of
the channel number is the channel within the specified table. More
information on channel numbers can be found in the Tower
Information screen section.

The calculated actual frequency of the channel based on the
information provided on the control channel. This frequency is
calculated from the base frequency, spacing, and channel number
provided in the frequency table.

This field shows how this frequency has been used by the system.
See the section on usage flags following this section for more
details.

This lists how the channel is currently being used. If the channel is
idle, this column will be blank. Possible entries in this field include
Group (Standard Group Call), Private (Private call, AKA I-CALL),
Phone (Telephone Interconnect).

When a channel is active, this column will list the priority value
given to the TalkGroup. These priorities may be set using the
TalkGroup editor.

When a channel is active, this field will show the TalkGroup number
that is active on this channel. If the channel is active with a private
call, this will be the Radio ID of the person that initiated the private
call.

This is the description of the TalkGroup as entered by you. To edit
the TalkGroup descriptions, you may right click on the entry while
active on this screen, or select the System option on the menu and
then choose the Edit TalkGroup option.

This is the radio ID of the current transmitting unit. This ID can be
missed if you have a weak signal on the control channel as it is
normally only transmitted once per transmission.

This is the user entered description of this radio. The first time
Pro96Com sees a radio, it will add a default description that
includes the TalkGroup number and date/time it was first seen.

This column shows what TalkGroup you are currently monitoring if
you are using the option to control a Uniden scanner.



Affiliation Information Screen:

Before a radio may transmit on a trunked system, it must first notify the controller
what tower and TalkGroup it needs. This process is known as affiliating with the
tower. This screen lists all radios that have affiliated with the current tower since
the program was started. The accuracy of this screen will improve as the

program runs.

Tower Affiliations Area:

On the left side, all radios that have

affiliated with the tower since the program

was run are listed. To change the

description of either the TalkGroup or the
Radio, right click on the line you wish to
change and select the ID you want to
change. Then click the refresh button to
reload the complete list with the new tags.

T awer Affiliation

Before a radio can be used on the system, it must first affiiate with a tower and a
talkgroup. Since this program can only list thoge affiliations received while running,
the accuracy of the information provided will improve over time,

Affiliation Log Area:

The right side of the screen is a
chronological listing of the affiliation activity
on the tower since the program was started.
You may optionally exclude denied
affiliations from this log in the Configuration
editor found under the Edit Menu.

You may save the information in the
affiliation log to a standard CSV format file.
This file will be stored in the folder for this
radio system. (See Saving your information
later in this document for more information
about the system folder)

The AutoScroll checkbox will allow you to
always keep the most recent affiliation

TakGrp | TG ID | FadiD | Deseription =

1013 GEVENTO4 7010603 TG: 8207 DT: 819 @ 11:47

MBS Tech? 1330479 TG: 1161 DT: 9/29 @ 12:48

1284 MiHofJ Sec2 1330814 TG 1284 DT: 8110 @ 16:52

2006 STATW2 2820069 TG: 2010 DT: 6417 @ 14:44

2007 D2Matth 2630191 TG: 2007 DT: 810 @ 17:23

2007 D2Narth 2630195 TG 1016DT: 6/21 @ 21:34

2007 D2Morth 2630204 TG 2007 DT: 6A0 @ 1731

2008 DZSocuth 2810073 TG: 2010D7T: 8/30 @ 23:25 ||

2008 D2South 2020648 TG 2008DT: 8410 @ 17:45

2008 D2South 2820672 TG 1030DT: 812 @ 1529

2008 DZSouth 28206268 TG 2008 DT: 840 @ 1653

2008 D2South 2900116 TG: 2008 DT: 8/24 @ 11:24

2009 D2East 2500030 TG: 2009D7T: 9/29 @ 1507

2010 D2west 2820019 MSP 2392

2010 D2west 2820031 MSP 2393

2010 D2west 2820670 TG: 2010DT: 8112 @ 1718

2010 D2west 2020753 TG 2010DT: 9/7 @ 16:16

2010 DZwest 2820769 MSP 2327

2010 D2west 2820888 TG 2010DT: 817 @ 14:46

2057 SECID 2820475 TG 2057 DT: 8110 @ 17:46 El
Affiliate Count; 47 Fiefresh |

—alfiliation Log

The information presented below iz a running log of affiliation/deafilliation
activity on this tower.

Tirne | Func | FadlD | TG I Comments :I
09/2915:4318 A 26301595 2007 Affiliate
09/2915:4220 A 2823054 7035 Affiliate
09/2915:4820 U 282031 Unaffiliate
09/2915:4838 A 2820628 2008 Affiliate
09/29 154840 A 1330814 1284 Affiliate
09/29154841 U 28117 Unaffiliate
09/29154848 A 1330814 1284 Affiliate
09/29154847 U 2820934 Unaffiliate
09/29154855 A 1330814 1284 Affiliate
09/29154323 A 2829919 2083 Affiliate
09/29154333 & 2639943 2182 affiliate
09/2915:4341 & 2823053 7035 Affiliate
09/23 154352 A 2820872 2008 Affiliate
09/23 154353 A 2820011 2010 Affiliate
09/291550:00 A 2820633 2181 Affiliate
09/29155004 U 2820011 Unaffiliste
09/291550:04 U 2820797 Unaffiliate
09/291550:10 A 2820872 2008 Affiliate
09/2915:80:38 A 2530204 2007 Affiliate -
4| | B
Save | Clear | [~ Auto Save v Awuta Scral

activity on the screen at all times. Uncheck this box if you wish to browse the

log.

The Auto Save checkbox will automatically save new information to a log file
every minute. This is the same as pressing the Save button manually every

minute. This checkbox is not preserved across restarts.




Tower Information Screen:

This screen shows the information being transmitted on the control channel
about adjacent towers, and frequency tables.

Tower Information:

~Tower |nformatior

In the upper left

corner, information

Itkem | Yalue

Syztem D 736

Tower 1D 209 [T0203)
WAL 92493

Tower Description Dretroit MPSCS
Syztem Dezcription M.P5C5.
Capabilities Yoice R egistration
Call Sign WPIHE1S

Adjacent Tower Information:

—Adjacent Tower Informatior
The towers lizted below are being advertized ag neighborz. These towers are geographically close to
thiz tower. Thiz advertisment allows radios on the system to easily switch to another tower when it

moves out of range of this tower,

TowerlD | Ch |

Frequency | Tower Mame |

202(T0202) 0-B3D
204(T0204) 0-B37
205(T0208) 0O-B3E
206 (TO206) 0-B33
210(T0204] 0O-B2F
226(T0214]  0-B12

8E8.98750
8E8.95000
8E8.97500
8E8.92500
865.30000
8E8.72500

Romeo

Richrond

Flat Rock

Morthwille

M. Clemens

Dretrait City Simulzast

Frequency ldentifier Tables:

On the right side of the screen, any frequency

identifier tables that are being broadcast from the

tower are listed. ID O will almost always be as
shown. These tables are used to calculate the

correct frequency for the channel numbers that are

transmitted on the control channel.

Frequencies are derived from this information by

multiplying the spacing by the channel number
and adding that result to the base frequency.

Information about calculating the values needed to

make the Pro-96 properly track VHF and UHF
Systems can be found near the end of this
documentation.

about the current

tower that is being
transmitted by the
control channel is
displayed.

On the lower left side of the
screen, any towers that are
being advertised as being
close to this tower are listed.
SmartZone systems advertise
this information so that radios
that are moving away from
this tower’s coverage area
can quickly check for a better
signal on one of these towers.
Adjacent towers are also
known as Neighbor sites.

—Frequency |dentifier T able
The list below provides the information needed by the
radioz on the system to zelect the correct frequency
based on commands sent via the contral channel.

D | Base | Spacing | T Offset | A/C|
1] 851.00625 000825 -45.00000 C

1] | i




Patches Screen:

This screen will list any active patches. There is also a patch log that will show
any patch activity that has occurred on this tower since the program was started.

Patch List:

Patch List
Talkgroups may be linked or "Patched" together as needed to allov
uzers from both groups to talk to each other. This list shows any
active patches on this tower,

From-->To I

02008 (D25 outh] -» 02010 (D 2west)
02003 [DZE ast) --» 02007 [D2Morth]

Patch Log:

The right side of the screen will be
a running log of patch activity on
this tower. As patches are added
or removed from the tower, an
entry will be placed in this window
to that effect.

This information may be saved to a
standard CSV format file in the
system folder. This file will be
named Patches###.CSV where the
### is replaced by the tower
number in a decimal format.

If this file exists, the new data will
be appended to the existing file.

The left side of the screen shows any active
patches on the system.

Patches will be shown in a format similar to
that shown on the left.

2008 (D2South) A& 2010 (D2West)

This means that TalkGroup 2008 is patched
to TalkGroup 2010. All transmissions on
either 2008 or 2010 will appear on the
system as 2010.

=

—Patch Log

Below iz a listing of patches that have been seen an this tawer
during thisz session.

Time Stamp | Description |

08/30 23:08:28  Added Patch: 2003 (D2East] -» 2007 [D2Marth)
08/30 23:08:28  Added Patch: 2008 (D25outh) -» 20010 [D2west)

Save Clear v Awto Scroll
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Other Events Screen:

This optional screen shows informational messages from the control channel.

Most people will probably not have a need for this information.

—Other event

Thiz zcreen displays other events that are transmitted over the control channel. These events are nat uzed on the ather screens.

Time Stamp | Packet Data | Ewent Description

03/2915:46:40 A0 008000 FF FFFD 2B 13 BE 27 CD ACK: TBF7F7213 -» 2823054

093/2915:46:56 20008000 FF FFFD 2B 13 8E C23F9 ACK: TBF77213 -» 2823054

093/291547.01 20008000FF FFFD 2B 139650 C0 ACK: TBF7F7213 -» 28230682

03/291547.04 20002000FF FFFD 2B 128E C2F9 ACK: TBF77213 -» 2823054

03/2915:4715 A0009000FF FFFD 2B 1296 B4 F4 ACK: TBF77213 -» 2823082

09/2915:47:22 20004800 FF FFFD BB 07 B7 D3 2B ALK TBFF7213 - 7014327

03/291547:32 20008000FF FFFD 2B 128E C2F9 ACK: TBF77213 -» 2823054

03/2915:47.52 20008000FF FFFD 2B 13 8E C2F9 ACK: TBFF7213 -» 2823054

09/231551:22 27008077 400580928 0997 1E17 Deny Responze: 2820603 -» 02057: the target unit is not authorized for this service
09/29155229 2000A800FF FFFD BB O BF D3 2B ACK: 1BFF7213 > 7014327

09/29155%32 A4 000000 2B 04 S0 FF FFFD 32B2 Group Affiliation Query -> 2820752

03/29155332 24000000 28 0w 30 FF FF FD DE 86 Group Affiliation Query -> 2820752

03/29155504 8500040028 04 931E 84 4001 45 Unrit-Unit Angwer: 2000032 -> 2820755

03/29155504 200085001E 84 A0 2B 04 938260 ACK: 2000032 > 2820755

09425 155565 27 0084 BOFF FF FD 2B 04 93 40 8E Dieny Responze: 16777213 > 2820755 the target unit iz not authorized for this service
03/291557.31 2000A800FF FFFD 6B 07 B¥ D3 2B ACK: 1BFF7213 > 7014327

03/29155%16 20008000FF FFFD 2B 138E C3F9 ACK: 16777213 -» 2823054

093/2916:00:03 20008000FF FFFD 2B 138E C3F9 ACK: TBFF7213 - 2823054

093/2916:02:04 A000AS OOFF FF FD EE 07 BY 37 1F ACK: TBF7F7213 - 7014327

[+ Filter Unit B egistrations Save | Clear |

[~ &uto Save W &uta Scrol

This screen includes the raw information from the control channel (Packet Data)
and a description of what that data means. Since the majority of the entries on
this screen tend to be unit registrations (Radios “logging on” to the radio system
but not affiliating with a TalkGroup yet), there is an option to filter these packet
types from this log.

The items on this screen may also be saved to a file in the system directory.

This information will be stored in the file named Events###.CSV where the ### is
replaced with the tower number in decimal format.

If the file exists, new data will be appended to that file.

Checking the Auto Save option will save new information displayed on the screen

to the file every minute. This is the same as pressing the Save button manually
every minute.

11



Channel Grant Trace Screen:

This is an optional screen that may be enabled in the configuration screen under
the Edit menu.

When a user presses the push-to-talk button on the radio, a signal is sent to the
system controller with a request for an available repeater on the system. If a
repeater is available, the controller will assign it to this radio and send a channel
grant message for all radios that are using that TalkGroup. This message is
called a channel grant message.

rGrant Trace

Az channels are granted, thiz screen will be updated to act az a log of charnel grants for this tower, Mote that if the signal i weak, Pra96Com may miss some
of theze channel grant boadcasts.

Time Stamp I Type | Channel | Frequency | TG | T alkGroup 1D I R adio ID I R adio Description | :I

09425 16:00:10 Group 0-445 867.43750 2067 SECID [Enc) 2820803 TG:1020DT: 810@17:35

09425 16:00:12  Group 0-435 867.93750 2008 D25 outh 2000007 M5P D2 South Congole (D25 outh)

09/2316:00:22  Group 044395 8E7.93750 2008 D25 auth 2820548 TG 2008DT:810@ 1745

09/2916:00:24  Group 04595 8E7.93750 2008 D25 auth 2000007 MSP D2 South Consale [D25outh)

09/2916:00:31  Group 04595 8E7.93750 2008 D25 auth 2820548 TG 2008DT:810&17:.45

09/2916:00:34  Growp 044595 8E7.93780 2008 D25 auth 2000007 MSP D2 South Consale [D25outh)

09/2916:02:49  Group 0445 867 43780 2008 D25 auth 2000007 MSP D2 South Consale [D25outh)

09/2916:0252 Group 0445 8E7.43750 2008 D25 auth 2820091 TG 2008 0T 943 @ 16:21

09425 16:02:58  Group 0-9F5 86693750 2008 D25 outh 2000007 M5P D2 South Congole (D25 outh)

09425 16:03:00  Group 0-435 867.93750 7035 DEA DISP 2823054 TG: 706 DT: 8/9 @ 220

09/2316:03:09 Growp  0EB39 868.96250 2008 D25 auth 2820031 TG: 2008 DT: 9/3 @ 16:21

09/2916:03:49  Group  09F5 8EE.93750 2056 SECID 2820513 TG 2056DT:9/15@& 1416

09/2916:04:.00 Growp  0B39 8E5.96250 2008 D25 auth 2000007 MSP D2 South Consale [D25outh)

09/2916:04:20  Growp 044395 8E7.93780 2056 SECID 2820513 TG: 2056 DT: 9151416

09/2916:04:25 Growp  0B39 865.96250 2008 D25 auth 2820031 TG: 2008 DT: 9/3 & 16:21

09/2916:04:27  Group 0445 8E7.43750 2007 D2Marth 2630103 TG 2007 DT: 910 11:26

09425 16:04:31  Group 0-B33 868.96250 2008 D25 outh 2000007 M5P D2 South Congole (D25 outh)

094259 16:04:34  Group 0-445 867.43750 2007 D2Marth 2000040 M5P D2 Morth Conzale [D2Morth)

09/2916:04:37 Group  09F5 86E.93750 20586 SECID 2820373 TG 2057 DT 9/8 @ 1837

09/2916:04:37 Growp  0B39 8E5.96250 2008 D25 auth 2820031 TG: 2008 DT: 9/3 @ 16:21

09/2916:04:41  Group  09F5 8EE.93750 2056 SECID 2820513 TG 2056DT:9/15@& 1416

09/2916:04:43  Growp 044595 8E7.93780 2008 D25 auth 2000007 MSP D2 South Consale [D25outh) -
Save | Clear | [~ Auto Save W Awto Seral

This screen lists the date and time, what type of channel grant, the channel
number, Frequency, TalkGroup, TalkGroup description, Radio ID and Radio
description.

This information is dependant on a good signal level to be accurate. The
channel grant message is generally only transmitted once and can be easily
missed on a weak signal.

This information on this screen can be saved to CSV file in the system folder.
The file will be named GrantLog-###.csv. As usual, the ### will be replaced with
the tower number in decimal format. If the file already exists, new information will
be appended to the existing file.

As with the other screens, checking the Auto Save option will save new data on
this screen to the log file every minute.
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Unknown Packets Screen:

This is an optional screen that may be enabled in the configuration screen under
the Edit menu.

This screen is primarily intended to help learn any packet formats that Pro96Com
doesn’t currently know how to handle. If you enable this option and see packets
listed in this screen, please save them to a file and forward them to the software
author for analysis.

rUnknawn Packet:
The information presented belaw is uzed to leam to decode packets that Pro36Com does not yet know how ta deal with. You may optiohally save this information
to a file by clicking on the save button.
Tirme | Op | FPacket Data | Motes |
G L | Clear L | Mote: Log information will be saved inlthe data folder far this system
e el SE L) under the narne as Unknown with the curent tower number. ™ Auta Save I Auta Seral

This screen will list all unknown types of packets that may be transmitted over
the control channel.

You may save this information to a standard TXT format file in the system folder.
This file will be named UnknownPackets-###.txt where the ### is replaced by the
tower number of the current tower.

The Auto Save option will save new data on this screen to the log file every
minutes.
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Packet Dump Screen:

This is an optional screen that may be enabled in the configuration screen under
the Edit menu.

This screen will show the interpretation of each packet as it is decoded by
Pro96Com. The output of this screen is similar in format to the pro96dmp
program written by Rick Parrish. This screen is intended primarily as a
debugging tool. It is not recommended that you leave this option turned on as it
will use a lot of CPU and memory. Some people testing this feature have also

reported crashing issues, presumed to be due to memory issues.

—Packet Dump

Thiz screen will log all packets recieved from the radio with a description of their meanings.

Time

| Packet Data

| Description

09/2816:02:59
03/2816:03:53
03/2816:02:59
03/2816:03:53
03/2816:02:59
09/2816:02:59
09/2816:03:53
03/2816:02:59
03/2816:03:53
03/28 16:04:00
09/2816:04:00
09/28 16:04:00
03/28 16:04:00
03/28 16:04:00
03/28 16:04:00
09/2816:04:00
09/28 16:04:00
03/28 16:04:00
03/28 16:04:00
03/28 16:04:00
09/2816:04:00
09/28 16:04:00

Save |

3B 000092 49 37 96 OB 35 60 9B 78
34000017 36 02 03 0B 35 60 74 1C
09 50 06 4000 00 00 00 00 00 6B 34
30 0003 2200 32 04 25 1042 63 A0
B4 000017 96 02 03 0B 35 60 3E 28
0590 00 0000 00 0000000001 C3
3B 0000392 43 37 96 0B 35 60 9B 78
09 50 07 8000 00 00 00 00 00 54 5C
3B 0000392 43 37 96 0B 35 60 3B 78
B4 000017 96 02 03 0B 35 60 3E 28
05900000000000000000D7 C2
34000017 96 02 03 0B 35 60 74 1C
85 50 00 0000 00 00000000 35 F7

3B 0000392 43 37 96 0B 35 60 3B 78
0950 06 4000 00 00 00 00 00 6B 9&
8590000000000000000035F7

8350 06 4000 00 00 00 00 00 8F AE

(05 90 00 0000 00 0000000001 C3
BE 000032 4337 96 0B 35 60 7F 4C
0950 06 4000 00 00 00 00 00 6B 9&
3C000037 36020408 2FE0103

BA& 000017 96 02 03 0B 35 60 3E 28

Clear |

Metwork Status Broadcast - WACH: 92493 Contral: 0-b35[868.93750) Cap: Yaice Re...
RFSS Statuz Broadcast - SyslD: 796 Zone: 2 Tower: 9 Control: 0-b35[868.93750) Ca..

Unknown Op=09 Mfg: 90

|dentifier Update - 1dentifier: 0 Base: 851.00625 Spacing: 0.00625 Bandwidth: 0.006...
RFSS Status Broadcast - SyslD: 796 Zone: 2 Tower: 3 Control: 0-b35[868.93750) Ca...

Unknown Op=085 Mfg: 90

Metwork Status Broadcast - WACH: 92493 Control: 0-b35(868.33750) Cap: Yoice Re. .

Unknown Op=09 Mfg: 90

Metwork Status Broadcast - WACH: 32493 Control: 0-b35(868.33750) Cap: Yoice Re. ..
RFSS Status Broadcast - SyslD: 796 Zone: 2 Tower: 3 Control: 0-b35[868.93750) Ca...

Unknown Op=085 Mig: 90

RFSS Statuz Broadcast - SyslD: 796 Zone: 2 Tower: 9 Control: 0-b35[868.93750) Ca...

Unknown Op=05 Mfg: 90

Metwork Status Broadcast - WACH: 32493 Control: 0-b35(868.33750) Cap: Yoice Re. ..

Unknown Op=09 kfg: 90
Unknown Op=05 Mig: 90
Unknown Op=09 Mig: 90
Unknown Op=05 Mfg: 90

Metwork Status Broadcast - WACH: 32493 Control: 0-b35(868.33750) Cap: Yoice Re. ..

Unknown Op=09 Mfg: 90

Meighbor Status Broadcast - Zone: 2 Tower, 10 Control: 0-b2(868,90000) Cap: Voice...
RFSS Statuz Broadcast - SyslD: 796 Zone: 2 Tower: 9 Control: 0-b35[868.93750) Ca...

[~ AutoSave

¥ Auto Scrol

5

Note: This screen will store up to 10,000 lines of data, after which the first lines of
data will be deleted. This has the effect of appearing to auto scroll even if the
auto scroll checkbox is not checked.

You may save this information to a standard TXT format file in the system folder.
This file will be named Dump-###.txt where the ### is replaced by the tower
number of the current tower.

The Auto Save option will save new data on this screen to the log file every

minutes.
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Configuration Screen:

This screen may be accessed by selecting the Configuration option in the Edit
Menu. Configuration options are available on the tabs shown.

General Configuration Tab:

This screen has all of the general configuration options for the basic operation of
Pro96Com.

Configuration Settings

Communications: 14 Uriden Contmll Loggingl Fonts I

. . The options on this tab contral communications with the Pro-96
In the Communications area, you may SN
. . Communications

SeleCt the Serlal port number that WI” Set the port below to the ote that iz connected ta the Pro-96 scanner.
be connected to your Pro-96 scanner. Serial Pattollse: [COM1 =]
The other communications parameters |
are hard coded in the program as they This sefting adds delay between each request for data sent to the

. . Pro-96. Setting latency to O will zend maore requests to the radio, but
dO not Change Th'S Op“on may not be alzn increase the amount of CPU required to process the requests.
changed while the program is reading  — .
data from the Pr0'96. Current Setting: 1 ms

Auto Save of Data

This option allows you to have Pro96Com automatically save all

Latency: information about the tower being monitored at a prezet interval.
¥ &uto Save Data every IE_j Mirute(s)
|n the Latency area you may Change Mate: Thiz option has no effect on the Auto S ave optiohs on the
’ various log socreens. Those saves are hard coded to ocour once
the amount of delay between attempts every minute and cannot be changed.

to query the Pro-96 for control channel = Sereen and Column Sizes

data. The hlgher thIS Option iS Set, the [v Save window sizes and colurmn positions on exit.
more delay between queries. Setting
this option to 0 will remove all delays ok | ool |
between requests, however it has
been my experience that this will cause heavy use of the CPU and may slow
down other applications on the computer considerably.

Auto Save Options:

In the Auto Save area, you may enable the Auto Save option. This option will
save the data being collected at intervals you select between 1 minute and 60
minutes. These auto saves will only occur while Pro96Com is actively monitoring
a tower.

Screen and Column Sizes:
Checking this option will have Pro96Com save all window sizes and positions in

the INI file. These settings will then be reloaded on the next startup. This option
will also save column sizes within each screen.
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Uniden Control Tab:

This tab allows you to enable control

of a Uniden scanner. Since 9600 General Configuration | Loggingl Fants I

- 0, Thi fi ble the option | tral & Uniden Digital ;
baud APCO-P25 systems are 1000 il e fmoniocnil e gt e
digitaL only the Uniden BC250D, BC29ED and BC7IED with digital cards installed,

BC296D, and the BC796D scanners [~ Enable control of Uniden Seanner
with digital cards installed are Communications

supported. The program may control ContolFart: [cOM2 =] PotSpeed: [2a00 |
other Uniden scanners as We", but the Mote: The port selected to contral the Uniden scanner may not be

the zame port that is used to read data fram the Pro-361 If the

Value W|" be mlnlmal at beSt zame port iz selected, contral of the scanner will be dizabled.

Radio Control Options

To enable control of a Uniden scanner,

Flace Uniden scanner in scan mode when nao T alkGroups are

you will need to have a Computer with active. [Mot recommended for very busy trunking systems]
at least two serial ports. One serial S el R

port W|” be Connected to the Pr0_96 to be one that is not used in your area, or alternatively an active

conventional frequency vou wizh to monitor,

read the control channel data, the Quiet Frequency (Mhe]: [556 00000
second serial port will be connected to The Private Call Pricrity feature allowes you to et the priority level for

i i lls and i . To disable moritoring of pri I
the Uniden scanner to be used to e
monitor the voice transmissions. Private Call Priaiy: v —
Control Port; ok | cancel |

This port is used to control the Uniden scanner. This port may not be set to the
same port as the one being used to collect data from the Pro-96. Setting this port
to the same port as the Pro-96 will automatically disable the Uniden control
option.

Port Speed:

Uniden scanners may use a variety of port speeds. The scanner automatically
detects the speed of the port based on the initial commands sent to it. If your
Uniden scanner is having problems accepting control commands from
Pro96Com, try changing the port speed to a lower speed until you get good
results.

Scan Mode:

You may optionally have Pro96Com place the Uniden scanner in scan mode
whenever there are no active TalkGroups on the system being monitored.
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Quiet Frequency:

The quiet frequency should be set to a frequency that is not used in your area.
The Uniden scanner will be set to this frequency whenever there is no activity on
the system being monitored, or when all active channels are set to a priority of

Ignore.

Private Call Priority:

If you wish to monitor private calls, set the priority level you wish to use on these
conversations. To disable private calls, set the priority level to Ignore.

Individual TalkGroups may be set to any of 7 priority levels:

Ignore Any TalkGroups with this level will be ignored and not
monitored on the Uniden scanner.

Low These TalkGroups would be those that you only want to hear if
there is nothing else going on.

Medium Low More important than those low priority TalkGroups, but still not
something that you want to listen to if something else is
happening.

Normal This is the default level for new TalkGroups when detected by
Pro96Com.

Medium High More important than normal TalkGroups.

High Important TalkGroups you want to listen to before anything

else

Extreme High

Use this setting for those TalkGroups you want to hear no
matter what else is happening. This might be a TalkGroup that
broadcasts weather bulletins for example.
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Logging Tab:

This tab contains all settings relating to

logging of data, and display of the
optional screens.

Each logging option may be set to
automatically save the log on a per

Configuration Sekttings ) )

The optionz on this tab contrals how data is saved.

Affiliation Log
[ Include Deried Affiliations in affiliation log screen
[~ Turmm on Auto Save at Startup

Patch Logging
[~ Turmm on futo Save at Startup

Other Events Log

screen basis. When checked, the auto ¥ Shaw Dther Events Log Sereen

save option on that screen will be
automatically checked when
Pro96Com starts.

Affiliation Log Options:

[~ Turn on Auto Save at Startup

Channel Grant Trace Log
¥ Show Channel Grant Trace Log Screen
I~ Turn on &uto Save at Startup

Unknown Packets Log
W Show Urknown Packet Trace Log Screen
[~ Tumm on Auto Save at Startup

Packet Dump Log

In the Affiliation Log Options, you may & ShowPacket Dump Screen

choose to include or exclude denied

[~ Turn on Auto Save at Startup

Global Options

affiliation requests in the affiliation log. I ke Dt b o e namies

Global Options:

Ok I Cancel |

This checkbox will add the date to the beginning of the file name for all log files.
This allows you to have a separate log file for each day if you wish. The date will

be added as YYYYMMDD-
Fonts Tab:

This tab allows you to change the
font settings for all screens, or for
each individual screen.

Use Global Font:

When checked, one global font
setting will be used for all
screens. All individual screen
font settings will be reset to the
global settings.

When not checked, you may
individually set the fonts used on
each screen independent of the
other screens.

Configuration Settings 5
General Ennfiguratinnl Uniden Enntroll Logging Fantsl

Thiz zcreen allows you to zelect the dizplay fonts you would like to use
on the vanous screens prezented by ProS8Com.

Global Font Selection:

Thiz area allows you to et all screens to uze the same font style. If the
Uze Global Font checkbox is unchecked, you can set each zcreen
individually below.

[¥ Use Global Font
Fant: IMS Sars Serf j Size:IE‘ ill [~ Bald

Individual Font Selection:
Thiz area allows you to zelect the fant style for each individual zcreen
independant of the other screens.

System Achivity IMS Sanz Serf jlﬂ ﬂ E|iICI
Affiliations: M5 Sans Serit [~ = -
Tower Info: IMS Sang Sernf jlﬁ ﬁ =
Patchlnfo:  [MS Sans Seif El: [Z.
Other Events: IMS Sans Sernf jlﬂ j [
Channel Grant: IMS Sanz Sernf jlﬂ ﬂ [
Unknown Pkts: IMS Sanz Senf jlﬁ ﬂ [

Wote: Packet Dump zereet will uze the Unknown Pltz Setting,

Ol I Cancel |
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System Edit Screen:

This screen allows you to edit the basic information about the current system and
tower being modified. This screen may be accessed from the System menu.

TalkGroup Edit Screen:

This screen allows you to edit the text label and priority setting for a TalkGroup.
This screen may be accessed from the System menu.

To edit a TalkGroup, enter the TalkGroup number in the TalkGroup field and then
move to the TalkGroup Name field. If a tag and priority are already associated
with this TalkGroup number, the fields will be filled in with that information.

You may also edit a TalkGroup by right clicking on an active entry on the system
activity screen and selecting the edit TalkGroup option from that menu. This
option is also available on the Affiliation screen.

You may set the TalkGroup priority to any of the levels described in the previous
section as desired.
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Radio ID Edit Screen:

This screen is similar to the TalkGroup edit screen.

This screen may be accessed using the same methods as those listed for the
TalkGroup edit screen.
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Saving your data:

The Basics:

Pro96Com can save the data that is collected from a site for future reference. All
information about a particular system is stored in the radio system folder.

The system folder will be located in the folder where Pro96Com is located, and
will be named System### where the ### is replaced by the hexadecimal system
ID.

As an example, we’ll use the Michigan Public Safety Communications System
(MPSCS). The system ID for this system is 796. All files related to this system
once saved may be found in the System796 folder located in the Pro96Com
folder.

To save your data, you must use the Save System Information option in the file
menu. If you switch towers, you must save the information you have collected
before starting the data collection on the new tower or all new information
collected will be lost.

21



Files and formats:

Pro96Com uses various files to store the information about the system. All files
relating to a particular system will be stored in the system folder.

File Name Description

System.ini This file contains the basic information about the
system including the system name, and the names
of the individual towers that are a part of the system.

Radios.txt This file contains a list of all of the radio ids that have
been seen by Pro96Com. Information is stored in the
file one radio per line. See the file for specifics on
the format.

TalkGroups.txt This file contains a list of all TalkGroup that have
been seen by Pro96Com. All information about
these TalkGroups is stored in this file including the
text tag and monitor priority. See the file for more
information about the format of this file.

Tower### . txt These files will be created for each tower that has
been monitored by Pro96Com. The #### in the file
name will be replaced by the tower number of the
specific tower in a decimal format.

This file stores the frequency information for this
tower, as well as the frequency tables and neighbor
site information.

Affiliations-###.csv These files will be created by pressing the save
button on the Affiliation Log screen. The ### in the
file name will be replaced by the tower number in
decimal format.

If this file already exists when the save button is
pressed, any new information will be appended to
the end of the file.
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GrantLog-###.csv

These files will be created by pressing the save
button on the Grant Trace Log screen. The ### in
the file name will be replaced by the tower number in
decimal format.

If this file already exists when the save button is
pressed, any new information will be appended to
the end of the file.

UnknownPackets-###.txt

These files will be created by pressing the save
button on the Unknown Packets screen. The ### in
the file name will be replaced by the tower number in
decimal format.

If this file already exists when the save button is
pressed, any new information will be appended to
the end of the file.

EventLog-###.csv

These files will be created by pressing the save
button on the Other Events screen. The ### in the
file name will be replaced by the tower number in
decimal format.

If this file already exists when the save button is
pressed, any new information will be appended to
the end of the file.

Dump-###.txt

These files will be created by pressing the save
button on the Packet Dump screen. The ### in the
file name will be replaced by the tower number in
decimal format.

If this file already exists when the save button is
pressed, any new information will be appended to
the end of the file.
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Configuring tables for UHF/VHF Systems in the Pro-96:

If you are monitoring APCO P25 systems that use the standard 800Mhz
identifiers (Base of 851.00625Mhz, Spacing 0.00625) then there is no need to
program in tables into the radio.

If you are monitoring a system that uses different identifiers, you will need to use
the multi-table option in the radio to properly track the system.

APCO P-25 systems can have up to 16 identifiers. Each identifier contains the
information needed by the radios on the system to calculate transmit and receive
frequencies needed to communicate on the system. Identifiers are made up of a
base frequency, channel spacing, transmit offset, and channel bandwidth.

A typical identifier table for 800Mhz APCO P25 systems would look like the
following:

ID

Base

Spacing

TX Offset

BandWidth

0

851.00625

0.00625

-45.00000

0.00625

On a Federal UHF system, a typical identifier table might look something like this:

ID | Base Spacing | TX Offset | BandWidth
0 851.00625 | 0.00625 | -45.00000 0.00625
2 | 406.00000 | 0.01250| 10.00000 0.01250

On a VHF System, you may see something like this:

ID | Base Spacing | TX Offset | BandWidth
0 | 851.00625| 0.00625| -45.00000 0.00625
1 | 762.00000 | 0.00625 | 30.00000 0.00625
2 136.00000 | 0.01250 -5.00000 0.01250
3 136.00000 | 0.01250 -5.10000 0.01250
4 | 136.00000 | 0.01250 -5.20000 0.01250
5 136.00000 | 0.01250 -3.00000 0.01250
6 136.00000 | 0.01250 -4.50000 0.01250
7 136.00000 | 0.01250 3.25000 0.01250
8 136.00000 | 0.01250 3.00000 0.01250
9 136.00000 | 0.01250 4.50000 0.01250

These identifiers give you the information needed to make the Pro-96 properly
track and monitor these systems. The Pro-96 has only 6 available table slots
where the radio systems could use up to 16 identifiers. The key is to have
Pro96Com monitor the specific towers you wish to monitor, and make a note of
which identifiers are in use on those particular towers. You would then calculate
the values needed for the tables.
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For each identifier in use on the tower to be monitored, you can calculate the
values needed by using the following formulas:

Base: Use the base frequency listed in the identifier.
CH Lo: Identifier number * 4096

CH Hi: CH Lo + 4095

Offset: Same as CH Lo

Step: Spacing value shown in the Identifier

The table below lists all of the calculated channel numbers needed for the Pro-96
tables for each identifier.

Identifier | CH Lo Ch Hi Offset
0 0 4095 0
1 4096 8191 4096
2 8192 12287 8192
3 12288 16383 12288
4 16384 20479 16384
5 20480 24575 20480
6 24576 28671 24576
7 28672 32677 28672
8 32678 36863 32678
9 36864 40959 36864
A 40960 45055 40960
B 45056 49151 45056
C 49152 53247 49152
D 53248 57343 53248
E 57344 61439 57344
F 61440 65535 61440
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Example 1 (UHF):

ID | Base Spacing | TX Offset | BandWidth
2 406.00000 | 0.01250 10.00000 0.01250
Base: 406.00000
CH Lo: Identifier * 4096
2 * 4096
8192
CH Hi: CH Lo + 4095
8192 + 4095
12287
Offset: 8192 (Same as CH Lo)
Step: 12.5Khz
Example 2 (VHF):
ID | Base Spacing | TX Offset | BandWidth
3 136.00000 | 0.01250 -5.10000 0.01250
4 136.00000 | 0.01250 -5.20000 0.01250
Base: 136.00000
CH Lo: Identifier * 4096
3 * 4096
8192
CH Hi: CH Lo + 4095
8192 + 4095
12287
Offset: 8192 (Same as CH Lo)
Step: 12.5Khz
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